(19) B#BfcftJ? (JP) 02) & M 4# It" & ^ < A > (ll>fcfflftHH&IS#*f 

#^2003 -317376 
(P2003 - 317376A) 
(43)&H B ¥J«15*pil/! 7 B (2003. 11. 7) 



(51)Inta 7 






F I 


f-?3-r(#5t) 


Gl 1 B 


20/10 




G 1 1 B 20/10 H 5 B 0 1 7 


GO 6F 


12/14 


3 2 0 


G 0 6 F 12/14 320F 5B085 




15/00 


3 3 0 


15/00 330Z 5C064 


H04N 


7/173 


6 4 0 


H04N 


7/173 640A 5D044 








m&mx -. 


1tm$L Bt*«<Z>S7 OL (£ 17 H) 


<21)fflK#^ 


— 111555C P2002 - 1 1 1 555) 


(71) USA 


000002185 












(22>ttiBiB 




¥J5fcl4*M /3 15 B (2002. 4. 15) 




JftSSi&JII&ltfiWII 6 TB 7 #35^ 










ill* 




























(72)fg9l# 












*s^s/iiE4fc,a;ii 6 t b 7 «35# y- 


















(74)tt8?A 


100082131 










#s§± ^* mm. 













(54) mnaitt«J:9^, f2®SSWk MtfK^cii/^A 



(57) [gift] 

iim^m ^y^ryhi^jy^y^^j^-iv 

9 1 lz X <0 . CD8 1 (cKttS fvC^S n y^fyvtm K) 
S**U EttS2 8fc«#3il.4. ?H7yMCfc 

wcii. ?>T>'V£m% , l-t&3 yy-yviQ (CID) 

fc, CJ7e>'/tya-;P9 1 ) £*t 

LTIItfi"OJ---?ID (Uniq ID) -*-il£> 

lyfyvizttmztih. &ti. ryMK*j^ 
t « . zy^yy common- mmm z tuzmmmtfg. 

(?7-<Tyh) (DA-x-coayr-yycoW^zr^-th 
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lit** i ] 3 yr- yv t'ms.? h^wsmmm^a 

iifeWEi«S!HMIl* Win LXtm-Th ay^yy 

t, mammmt. mm^y^yy^nM^itx^h 
msmtimb m-vmm mmm tix assist* 

OJH Sri W 6 tt$8#-|r 2 fiT v ^ f Offitt £ ibh-t & 

t . mmmw\mmm¥-mz x 9 jr*§ $ *ufc mf b 
MJS'M$B^'|nI-T$) & t # , tuia^ >-r y >y & 
$ ^ izffit h z t znmb -r &m*m i t;ia 

z b iimb^-hmim i tie«s^ffiig«a 

mm. 

zmmmmmb-?& z b zimb -thmmm i iznm 

m-mm5 ] 3 y^yy zwm-&mw!mMiW.<nm 
wrnxmizte^x. mttyr-yvzwi^-th-iyj- 

VJM%X'r>v7°<7)Wmiz£ t5Kf#$ix^l«IE3>xV>y 
luie^'MfgKtf^x-yTWSaHlt J: 9$tft$;?x^ 
BulBfSS'MfgSr-ttiD LTISIf-t i> 3 y^r ^ylBltx-r 

rb. mizyT-yvcommizm-t&mmbLx. mm 

x^ , yffi»©JffliAT--yri: . mmwwmmm.*mw\-t 

b . msd.^yf-yyMnmmxf-'yzrco^mizx vim 
ztuzmu? yr-yviz. mfiBSsmwMMmx^v 
rcoxmizi K>wft2tvfrm§dmmmzmaLx?io 
im^mm-t^^yr-yymmm^r-'yyb. mib^ 
yryycommizm-t&mmbLx , luiai^Jtiffst. 

tat £3 y r- V -y tcftjp §*VC V firlEfiS'JtiWg t n-o 

ram mimMZ tix v > s mmxcomm h urn 

Xy--yTb^tsZb^mWib-th-ny^ sL-?ii<Wtfr 



mv^MKTnfyj^rfsmztix^&imi&fo. 

|> r? yy-y vnmWXr- v?b . mflBffiffilfasaS: 

«^ij-r-i»tsj?yffi#^iR#^*jffli-r-i»a^yiwsmfsiifflix 

9 buIB3 vf - v v iz . MIBiSS'Jffifg]R»$(J» 

Tfl 5 IB1§ *fWH^4 3 y 'yfEltSiJIi?^ -f -y r b . 
HfEayf-yyojWffltcBM-iflHItLT, mFfBMS'Jffl 
«fc . talB^vf-yyWtJn^ixTV^MIE^'J'tWSt 

'mm^T- 'vyb^n^^hru-fyM,. 

[000 1] 

y^V-y^IE^If^S-^CRSiT^ •!> J: d ic-r^tf 
ffi^^Si3«kt^*«. IE»«*. mSlZTn?'?MZ 

[0002] 

[^*cos«] zmntt-v^yvmrnffrnm 
y ^ y v <nms*r- khb&$ *i*w>t v » 

[0003] Witf s rpressPlay j ^ri:<0^ 

OTSM (subscriptions) W^^Eft^- b'^^^ 
iiTfe9. Z oygmtiim^- Vxizte^Xii. 3-—*? 

1 ooofti-cw^^rffi. r^yD-KLT^'-V^ 

tX&ftfjm. CD(Compact Disk)-R-^OS^a^ (3b° 
- ) f 2 0 ft^ T"3 f--5r^fc-^fr«0Kffl 

1*1 ) T'©^ 3 yfyy Sr^illt i» <I b 4 . 
[0 004] fcCl^T\ icoid^iEfi^-t'xtcJ:!) 

3 y^y-yo^ffi^^tt^i-if (ownwtR^ i n-r£ 

yXfAi LT. 1tlf 200 1-35232 

1 Ji . t'x teftmth S - Y 5- V 9 

y-KtC»^$il-C^6«t« (DNK (Device Node Ke 
y) ) Sr-StT^SMfc*— 7nv7 (EKB (Enabling Key Bio 
ck)) ^fflV^SCt^^^tLT^S. 
[0005] ZCDi/^r-JiX'li.. t'XlZts^X 
WMZtiZ 3 >x>-yicEXB#ftjn£;ft.Tio 9 . ffl^O 
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[0006] -f-LT. ^^^0, ayx^-y^Jift-r 

[0 0 0 7] ifc. iiOJ:o(CLT3yxy-yo«jpJffl 
fg^S^iXi.^^T-^lCfc^Tti:, Wx.tf, CD(Compa 
ct DisWj&^a^T-v^?:^ ^tf-hLtiT'U xli. 
■f wyf y'yS-ICVdntegrity Check ValueHcJ: 0® 

[00081 1111 -f ytf-bLtz? yj-y VZICV 

[00 09] I21l^$ix^<j;^{c. mttt* ^-Vi~ 

£E££;fa£MAC (Message Authentication Code) (CI, 
C 2 , C n ) £-ICV=hash(K i c v , CI, C 2 , 
-, Cn)ClfflU ICV££j£-f6. SriK Kicvli 
I CV £±j£-f & fcftOjMWRT* -6 . 

[ooio] -etx. a^f^y^dWfc^u 

tcfitfcl/CfctvfclCVi:, n$i&T%t'cvmfeC03"( 
^'Tfrfcfcifejft L£ 1 CV t £ JtK L . H-^I CV#» £>il 

mW%fr^titm%Ztit:Wr£. StttT, ay^y-y 

n y7-yy(7>n±fim±Zti& . 
[00 11] 

jLolzL-ZlO/lzJ;03y : ry'V£ l gm-tZ>*%'£r. 3y 
T-^ySr-^^-b-f&ftfc. ^v^in^T-^ySrlf^ 

r A-T^ ^ * IZ b ~> X it . I CV £ ^^"T S^A-yy 

X <0 a x h #_t# & i b b £ £ . 

[0013] *ftm&z(7>£ o%muzmA-x%ztitz 

2>£ot,z-t2>i><7)T'hZ>. 
[00 14] 



St, nyxV-yKft^StCtO^f^ix^nv-ry^ 

LTisitt-snyxyyie^Si:- ^yfyy^iffl 

fix v ^ mothim b jR-nmmiatnm ztix^&3i 

■t&mmmMm^&b zzb &*mb . 
[0015] ayfyySMfi^^a^ ^cis 
«-^*u *wm£&fkifi. ^yTyviztttoZtiX^z 

mtm—x'hhb # tc7)^3 >7^y ^s^-r & <t 3 

[0016] 3 yfyyB»^Rtt. ««Hfa««css 

[0017] mmmiR^mi. i»i#3Wt«Lfc 
[0018] *^Bjc7)tt$B«a^sowis«a^S(i. 

3>-x^ > ySrB5t#-r^3>'T->- > ylXffX7 i -y7"i:. ffifg 
f77t . 3>-r>' > yK#^7 i -/7-c7)«] ; atcJ: OflX^S 

x^r-y-rb. zyTywwmzmthfifflib tx. ^ 

S'JWfBi: , 3 yx>- v y t-WHn$*tT vi*N9HMfc H- 

[0019] *«^c0flMSraK«OiE««E*l=li:. 3 
^>- > yc7)BX#2:¥J»-r'S 3 >-7 i >"yK^$(Jffl!X'r -/7 C 

mmwRwmmxT vvt* 3 yt> vwrnm^T 
■yTcowmt,z£om.mztiti3yTyv<,z. mjftmm 

Lxfto EMtmmt h^y^y vsimmxy- t 
b. ay^yycommiz^-r^mmb lx. mwm 
b. ayTyvizmaztix^&wsmmbm-comsq 
imtfvife § tix v » h mwx'cot m zvt °r-r h ahi*% 

-/ y * . 3>ti-^ tciifi 1 ^ ro ^5 a*>ie»-$ 

[0 020] *¥mc07a77J*li. ny^y>y£<gm 
i-&ffi&gmmS*mW?Z>3y'ex.-?i<z. ay^y 

>y<7m&*#mt& 3 y? yvnmmxT vrb . w 

fRIX^SBffll^x-yrt . nyT-yvmsmfflXT-jyv) 
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[0021] ^wcommmmgim&xvxm. m/az 

fifcn ^xv-yic** Lt, ]R»$<i>i«s«f«bWlinS 
-<oaEBflf»wR«' £ ixx v * 4 sarr<o* ra * it »r-$- 4 

[0022] 

[ wfi?mm<mm ] a 2 12 . *^bj ^sfflLtayf 

>-yaftv-XxA0^5r^LTV->4« -< >?-*-y h 
2(Cli. 1-2 (JJTF, dil^O 

T>-h£ffl*(clS3^4^#£vtf*1=r. 

WC(2. ?7^T>h#2£0;^$*rCV">4j&s, A V 
il4. 

[0023] r-2fc=(2, ?v4T> 

V 1 tMLT3^7 i >' > y2rffi«-r43>-7 i >'^-^' 

3 . n^x^y^"^^'^^^^^ £f|Jffl-r 
4<7)^^ ^ £^g3:*lJffl*&?^ tvy\ K**LTft-^-r4 

mzfto m±^-j * 5 tfmwtztix t •> 4 „ 

[0 0 24] dix^^n^T-^y-f-^S, 7-<-fe>X 
-f-^'4, feJ;l/g|^f-^5 fflK<ofcR*£tt. -f 
h2fc:SEttS;h.4. 

[0 0 2 5] H3(2?^ TyM^M^UV^ 
4. 

[0 0 26] 03t'i3V>T. CPU (Central Processing 
Unit) 2 1 12, ROM (Read Only Memory) 2 2 (Cfeig$ 
ilT V 1 4 A „ £ fc(2l51£SB 2 8 *^ RAM ( Rando 
m Access Memory) 2 3 (CQ— K$Wi7n/7ACi 

frl\ B**!HlHB£CPU2 lCMti. RAM 2 3 Wit 
CPU2 1 #&«OMlI£||^4±(Cfc^T«5r 

[00 27] «#-ffcK#aJ2 4{i» a^i^fciMMfc 
-f4fcfct>4=* St3Bt^-ft$iiTV^4 3^^y^a^ 
"TiBUItfTd. 3-x-y^SE2 5(2. «i.(f. ATRAC 

(Adaptive Transform Acoustic Coding) 3 Ifr ^=5: i'T' 

r^uK?^ 73 ot,zmm^ttx^^^m^^v4 



4te«l&U fe#f:£-£4. *4Wi±fc. n-x-y^g? 
25(2. K^7"3 0£;frLT¥^M ; E:y4 4<}:9»E 

4. ¥HfM J E , J4 4J±. #U(f. ^t'J^f^ «y? 

[0 028] CPU 2 1 .. R0M2 2. RAM2 3. V&ttM^ 
$24. &£V'3-7 i -y?B2 5(2. A*X3 1 Srtf-LT 

■i y?7x.-x3 2i>mmztix^&. 

[0 029] Atti^l^^^7x-X3 2(C(2. sK— 
K. V7X&i: J: 0^4A^)gE2 6. CRT(Cathode Ray 
Tube). LCD(Liquid Crystal Display)&i; J; 93r&T -f 

-K7 ; 4X?3rfc-J;Dffij£$ft4ieiig|528. tfA. 
^-S-^/UT^r^h-J: 9«j£$ft4ilflg|52 
«§iVO*4. MfISB2 9(2. A h 2 £tf-L 

TOilft^H^d. »{tg|S2 9(2i££. fl&<0?5-r7 

yi-fc^lfflT-. T-7-o^(i#4^(2x^;Ki-f-^Mfi 

[0030] *.ftl34>?yx.-X32iZ\it1Z. '£S 
KJB t T K 5 4 7" 3 0 tmffiZtl. Wtff4Z.9 4 1, 
3fcr4J*?4 2. TBSSvr-r *?4 3. StWi3mWM 

[003 1 ] 3ri>. HjSJ±*»-f4#s 3>x^'y9-- 
A3. -fe^lr-^4. Bfcfe-tfwCSfc. 03 

T(2. H30^(2. 3^x^'y^-y<3. "y^izVX. 
Wti&*-^5%t'<7)m8,bLXi>3\m2ti 

4o 

[0032] *5HH(ci3V^Ttt. 04C^§ix4i^ 
(C N 7'o- K^r^X h^f D a > (Broadcast En 
cryption) -%3t<7>J£&.! / Z&-3\iX . T'WXt^—tPS 

-7 (leaf) afffl^-rA-^E*^— fcStJC-t-4. 

yxfi Cffl v ^ix4 Pg«-y 'J -WJftiMPlfc: 
OV>T(2!Wf^2 001-35232 l-^&WtcBttS^ 
TV^4. H4^JcO^. #-f-0*>^>#-f-l 5tX-C01 
$m<?>7rt4Mzftfoth*r—jfi±j&Zixh. 
[0033] #*-(2. 04>AEPT'*$ix4 i y U -flBt 

<D#y-h*(r«jctTSS$*i.4. i^Mtil ft±g 

h J — H (CMJE L-OL-- h ^r- KR ( iSS. K r o 
ott fcS?-t4 ) WMfeZtl. 2SB07- r-'t»fSt 
T^f-KO, Kl*>'««$^4. ttz. 3SB<oy-H 
(cMJfcLT^-KOOJbSKl l**«g$^. ^4SS 
oy-K(CttJELT*-K0 0 07b^f-K 1 1 1^'S 
^§ix4. LT . STS^y-KtLWJ-7 (x 
^Mxy- H ) (C. dr-K 0 0 0 0 Jb^K 1111 £\ 
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■tti-?ftttfo$tlX^Z>. 

[0034] mmffiikbztLX^&tifr. man. 

K0 0 1 Ok^-KOO 1 l<r>±£L<7)*— it. K001 
bZft. *-K0 0 0i3— KOO 1 <7>±&tf>3f-Ji, 
KOOfcSftT^S. JilT. mmz. *-K0 0t*- 
KO 10±(20^f-Ji. KOtSil. ^f-KOt^-K 
\<?>±.®.<?>*-it. HtfcSftTO*. 
[0 0 3 5] 3Vf ^y$:fiJffl-f-|>^— it. &T&<9-f 

am xy- k ( y -7 ) a>4> . s±gco;u- h y- h-s 

*-^3tfOU-7^fE-t5x>'NMACiii f -> 
T. avf-^-yfcffljBrifctfKO^-ti. K0 0 1 
1, K001, KOO, KO. KR£-£tfA*y<?>g-3f — T 

[00 3 6] X&tycOi/XT'MziS^TlZ. 05fc*S 
^iX-i>. 05^JT'(i. 8+24 + 3 2&<7>y-F#-y 

y - h k# f - =f y *mm ztL&. zzizav-zxT^v 

bit. fSjil^^ 'J Xf ■< 7 ?^rJ:W3*^ t 'J I'i 

X. I^f^'J y— h'O-S^Olooy— Flc. fijffl 

[00 37] T>-XxA«0y-HJ: 0$ hiz 

T(r>^m<02A&cr>J-Y{Zttmth*-\,zZ.r ) . V- 

t'x7oAM y\ fc&wiv-vxyvsu y>-««-r 

it. 2" ( *tf 1 6y#) <7)-<f-f XTn/\'-<f y\ fcl>V> 

2gC0PgJf^J: 0 . 232 (to4*tf) (DJL—¥(7yj 
T>h 1 ) Zmfct&ZttfXZh. iTg(7)3 2g(7) 

y - H t ^x r- a<7) y - h 4 w ^x_Lo#y - k 

iZttfc-?h*—t}K DNK (Device Node Key) ZMfcL. 

ftTS<7) y - 7 te*ttE-f § i d# y - 7 i d t $ fts . 
[0 0 38] ^yryyi^mtL^y-ryy^—ii 
wmztifzju- h^-wizx^xm^itzft. ±®.n 

y-h'^-5rfflV>TBf^-ft.$iX» EKB (Enabling Key Bl 
ock : »^-/o y y ) ( H 7 £#BS L-Cf^f 

[0039] EmzMi&^frt, i o±og<7)^y 
- K^-teEKBo-fcagoy- v*-hh^it y -y Jf- 
tci-oTBS^-fk^ix. ekbf^ tzisB £ ft & . y^-rrv 
Mtt, if— t'XT-yKlE&SftT^&DNKOvvfft 
^<7)^-$rfflV>T. rny-fy-yfcfcUCffi^ft.g.EKB 

cie^ $ ix-c ^ h m&<7)±.Q.c?>ffimcD3zms - k * - £ 

fg-f-U «-f-LTt#/cy-K^~ Srffl^T. EKB(Cf5£ 



it. W&)l'-h*—KR'£ft&c\b1) i X'Z&. ^-t'X 

x-yti. y^M T>hiizi^x<7)mmz&mLtzt 
%izy-i *>x*r-j<4frhimzi\hi*<n>X'h*) . .r 
^-t'y-r-yt. f££t6. ^onyx yyofij 
ffl£IW 6tWST*£> &f 2: 7 ■< -b y 

[0040] men. mmvv-mmoATzrvcwm 
[0041] meiza^x. vgmvv-ffime>m±.mz 

it. )V- h dr-KR2 3 0 1 ft. OTO^SgtC 

<iy-Kdf-2 3 0 2^'^$il, gTglCJi, 'J-y 

^■-2 3 0 simfeztih. &T>ux\t. [i^oy- 
y^r-i:. y-y^-*^;u-h^f-^mi.-aioy- 

K*-. (DN 

k> 

[0042] S±S*^^lvlSi (05C7)«T'{S. M = 
8 ) ORlr^oy- H^f^'J y- H 2 3 0 4t tTIS 

^$a^o -r^*>. ^Mgac7)y-Ho#^*^^ 

■r^ycOr^^y^y-KtSix?.. SSM&oioco 
y-F^7I*t LTM+lSJilT(7)y-h\ y-y«, 

-e- f 3' y tz-^ 4 n. h -f y t^ra-r •& y - h & j: 
y-yi:$ii6. 

[0 0 4 3 ] 09i.Jf. H6O^Mgaoi-QC0y-H2 

3 0 5lcii^-f3'y [y^yyr-f-yy (ffiS) ] j6«K 
fetsti. zws-FaTizmc&s-v. y-ytsyt 

*>. y-K2 3 0 5UT*^ y^yy-r^r 7?^f3' 
ytc^*$ix-i»xAMyoMsy-h\ *jivj-7w 

[0044] Mm*bm.mtTi$L<r)&z+rzft)T-dy y 

— H 2 3 0 6 t LTK^t 4 i t ■!» . 12 6 O^K' 

ti, fi-T^y [y^yyf--f yy ] y— H2 30 5<o2 
gT^y-Ktc, y^yy-r-f y f&mmLtzfU x 

<D*TjViZ-££ft&-?7*?7-* , J S-Vb LX. m 
±&m&] <r>y-Y2 306*^^§ixT^4. ifc. 

■9-y^T^y y- HT*4S4*ffl»<oy- h 2 3 0 6 
OT(=. s^fflsco^x^y^-^^ixi.^^s*®^ 

ic, ^BKH^fSffiftSmiS^-rrf'Jfc:***!.* [PH 
S]y-K23 0 8i:. [SHOTS] y- H 2 3 0 9*^ 

[0045] *f^'J. -^y^T^yii. fAMA©i 

am ^j^sw^aat^-rs y- k . 
ammo.. <mm&. m^amm?-tAm®.m. am 
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[0 04 6] #J*. If. loo#-r3''J/-F£y-A«l 
'J— 7=*f— zr^Mft LTSRjg-f Sit #*T # . * 

M/-b'KlT«fAMX <y-A«»XYZ) tc** 
LT<yVM?d -Ik 

[0047] -f3r;b*>, JHjScy-FfcKSfcW 
f=fV coy- FtJK-T&T^'W y.lct££<i^£&.a'-t 
Ii^<, *-<7)^%\&*mrthZk1fiX'*k. 

[00481 £*l. *6^t(cfe^T. f^^3tf) 
RJr^Tf SiK 0011, K 0 0 1 , KOO, KO, KR# 

«Lfc*^, **U2», y^fA (f^^O, 1. 
2, 3W;l—T> T'iMSfl^iXi.'T-^^^S^ 

<0fc*>lCl4> y-H^-KOOl, KOO, KO, KR 

Sr. -e^mfr^^itK (t)ooi, Kttjoo, 

K ( t ) 0 , K ( t ) RfcHfrU T^M X 0 , 1 , 2 
^^OMff d f-&fEX-l.i^^$>-S>. K (t) 

aaali, SK a a ac7)i«:-ft (Generation ) t COIEfr^ 

[0049] w.&*-nwft%m^xmpn-?z>. 

ft&x-TVl-t:, *-y FV-y^LT, &4V^iJ5rj£ 

coia^^frttstttTr^Mxo, l. 2<,zm&-t&z 
* y-aia #'J -7 (*TS<oy- 

[00 5 0] H7K*3ixSEKWi» y-K*- OMSK 

o-y?-f-:?i:LTfllJ££ixl>. H7<0«ii» 04 £^ 
**L6'y»J— HBft+W^-f^O. l, 2fc:tsvvc. 1S 
■ftt OMffy- H^f-*WS^4 - k * 1 LT#JS 
$ tltz 7'D -y 7 -r - * "C'fc & . 
[ 0 0 5 1 ] 04#"^ B J!^>£ :,: 5rJ: die. f^MXO, 1 
icttu-m. WSy-F^-kL-CK (t) 00, K 

(t) o, k (t) Rztm-rhzttfiZmx'fr*). t 

>U X2K*fLT«4. SBWy-H*-k LTK (t) 0 
01, K(t) 00, K(t) 0, K(t) R 

[00 52] ffl7 (VWlZTjkZtLh X 0 £ % EKBlCtitfgC 

Jf-l±, Enc (K0010, K(t) 0 0 1 ) T'£> 
4. dftti. f/^^2<*P'J-7^-K0010K 
±->T«r^ftS<lfc3BRy-Hdr-K (t) OOlt* 



0. i^@tmS'J-7^-K0 0 

1 OCi-oT, «#ft:*-*«#U KRy-F*-K 
(t) 00 ltlRft-CSS. 

[0053] 4fc, T^M X 2 {4. X OWfcSfr 

y-b'Jf-K ( t ) 0 0 1 07c73T*^2g 
gCDBf^ffc^-Enc (K (t) 001, K (t) 0 
0) Zm^-t&ZttfX'Z. Jgfry-F^f-K (t) 0 
0 6. 

[0 0 54] -r^M^li. IBIfRts 07<DJbfp£> 2g 
gOBg^-fc^— E nc(K(t)00,K(t)0>* 
ft'Wiifc-p, JOf^-H*- K (t) OfcKWC 

<rit£fflivc. 17^)1*^ lgacOBt-f-fk^f— E 
nc (K (t) 0, K (t) R) *\%^hZkX'. JE 
fr;t~F^— K (t) R$:S$K#T"#£>. 

[00 5 5] y-b'df-Koooti, ssfrts** 
gkco^-izisttixah-f, y-Fo, i*<5ewy-H 

^-fcLT^-g^te. K(t)00,K(t)0,K 
( t ) RT&S. 

[0056] y-FO, Hi, fAM^-KOOO 
0, KO 0 0 1 SrffiwC. 07c7)±A^3Se<OBf^ft 
df-Enc (K0O0, K (t) 00) & £ k 

lz£ OSPfy-F^-K (t) 0 0£EtftU 
UltfL 07<D±*^2gaol^(b 3 r-En c (K 

(t) 00, K (t) 0) 5ra#-f£C:fcT\ Kffy- 
F3f- K (t) OSrEtftU $^>C, 17cD±M lg 
mWMt*- E nc (K(t) 0, K(t)R)t« 
JWSItT. MfT/P-F^— K (t) R$-|X#-tS. 

3 fcrLT. fAMXO, 1, 2te, sEfit^- 
K(t)R*#4it^i. 

[00 57] 3r*5. 17^ Vr-yy^Ji. i^IC 

[ 0 0 5 8 ] 04 IZvkZtlh "V u -m&ni.'sm.'T);- 
F^f— K (t) 0, K (t) RcOIEfr^^T'S) 0 . y 
— F^f— K 0 OCO^OMSfJOiS^'i^T'fc^^-lCti. 
@8cOEKBSrfflV^ii:T\ Mffy-F^-K (t) 0 
OJf^XO, 1, 2\,zWtt-fhZti?X'*Z>. 

[0059] H8lc^$ix?»EKB(±, MUI , 

ts ft^ $ ix 4 «ffc =5r 3 >"r > ^ - 

[0060] irUfcf, H4C0- 
r^T/s-YXO, 1, 2, 3#. J>4l£li^*&fflv-> 

yy*-K ( t ) con 5 Z t tf&gXhh k 

Z<r>k%. f^Mxo, 1,2, 3<75itiicoy- 
F^r- KO 0£JE*rLfcK (t) OOtiO, 

y^^^^-K ( t ) c o n**nf#ft;Sitfc 

f-?En c (K(t) 00, K(t) con)*M 
8^$ixl>EKBi:i:4>fciE*$ixS. C cOiEWc J: 
0. f^MX45:J:', ^ffm^iV-yD^Wit^-t 
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[006 1] -TSri^ t'UAO, 1. 2<i. EKB£ 
MfflL-CWfc*— K (t) 0 0Srfflv>TBt^-r-^$rS 
#-*4£i:T\ t&f&t,ziil1-ha>7->v*-K (t) 

[0062] 09fi. t^T-^n^T-^-y^-K 
(t) con&nhmm^mt LT. K <t) 0 0£J: 

0fr^=5rftil<7)3 y^y-ydr-K ( t ) c o n*»'Bf^t 
Sft^x-^Enc (K(t)00. K(t)con) 
k. ®8^$nSEKB*>\ J9r5e«>K»»ftS:fl-l/C« 

09Ofllli» EKBfciSBf^bXy-fc-^'-f- 
^^3yfm-K (t) confcUWfJii. 
[0 0 63] 09^^ixi. Xolz, -f^'-f^Oti. Ifi 
MW*KttttS*tTV^-|ft«1*jSOEKBi:. 
W>JI«S*iTir**y-K*- KOOOSrlut. -B£ 
Lfc«fc-3frEKB«yi (M£Jf[Kftt<£!!n) £«k 9. V- 
F*-K (t) OOJMn. fAMXOIi. 
g#bfc3Sfi/-F*-K (t) 0 0£fflwc. MSr3 
^T^y^-K ( t ) con £«-*U -eixSr&K&ffl 
-TifcAfc. B#£W3rt3> 'J -7*- K 0 0 0 0 

x\ ^.m^y^yy^-K. <t> con£Bt^-(fc;LT*g 

[0 0 64] 01 Otd. EKB<07 * -V h<7)M£9Ft 

[00 6 5] A— >-' 3 >-6 Hi. EKBtfOA-^ay^ 
-tSMO-^t* & . ;w<-y* 3 >-6 1li. ft$TOEKB£ 

vrntimmt. ^y^y^t^fum^^-tmmi 

EKB4><0-r-^SP6 6<O{aSg^^-f ^^-C**>0» ^ 
^jK-C ^64 Xlfm&m V? 6 5 ii. ?7'®6 7 
& X lfm& 6 8 <7){4S Sr *K5rf stf -< >- * h . 

[0066] x-^§P6 6ic«i, CT^.(f . jgfi-ri. y- 

lOTS***^-^^-*^ 6l,zmtiZtiZ . 
[0067] ^^«6 7(i. T-?gB6 6(c;fg|rt£ix 

[ 0 0 6 8 ] HI 1 OWttJlvcfct. iMftSiiSx— * 
fi. il 1 07<OB&*Hfc#-k£ 

T F UXZ h v TV- FT H Is* kf 4 . 

[0 0 6 9] CKOWtefeWOi, /U-F*- Wlf^f- 
K (t) R^iilTV^^. F-y7V-FTFU-X 
UKRfc^rS. iOtS, fyUtf, iiS«f-?Enc 

( K ( t ) 0 , K ( t ) R ) li. 0 1 1 AtCjjrTBJi'y 



'j-^*-r^apo^wiE-t-s > . <j:<7)S^»r-^Ji. e 

nc (K(t)OO, K ( t ) 0 ) X*t> 0 , W -±T 
Jifl^T-^E n c(K(t)0. K(t)R) ?X£T 
<r>firSPO OtC^iE^TI.. 

[0070] r&fc** . V V -ffi&Offi^QMfr^M. 
X. -ec7)T^T-^*^i»^t-(i. ^tfOKRJ&S 
fx. r-^^v^^ttis ^^lCISt^W. * 
^(i {S (L) * (R) kLTt£5££ix 
£>. 

[007 1 ] 01 lBcOS-tScOx-^Enc (K 
( t ) 0 , K ( t ) R) ^Mte-r^firgPO^TOia 
gP0 0KteT-?#S>.5>*:tf>. Lry-^Ok&O. <2 
SPOcotTWi-f-^A^v^^. RrJ^lkfr 
•i>. UT. ^T^x-^^'tfl&eSix. 01 1C 

[0072] ^"Ji. MJiE-r^X-^Enc (Kxx 
x, Kyyy)* ! , V V-ffimcot'Zt,Z®m.LX^2>co 

df— r— ?Enc (Kxxx, Kyyy) • • • ti. # 

o-y v-±<7Mw.* s mmmt*&. ^^snft. 

07^fc<i08^SfLSJ:5C B&^-fbr-^^MfC 
$*^y-F • -f >T-y^X^fflv>T. fi^Atf. 0:E 
nc (K (t) 0, K (t) R) 00 : Enc (K 
(t) 00, K (t) 0) 000:Enc ( K ( (t) 
000. K(t)00) • • • CO £ 0%"f-7 ffi&t-f 

Z>Zbl>-*imX'fc&i)K ZCDXoftj y^r-vf^Zm-* 

tLxm^ZZblzX*). i l )^v^f-7'it. ^r- 

[ 0 0 7 3 ] 01 OcoSiH^lcMO . (Signature) 
6 8«i. EKB**ffL/£. S^a-feV^ ( 

tT*6*»lT L^EKBT-$>4* i: g*^fJ^-r.i. . 
[OO74]012(i. IH±C0J: $%WBmzsXJ'J*lz 

t>vi-c. cos ncie^$^Tv>4 3 yy-yytf* ?n 
4. 

[0 07 5] ^7^f T>-F 1<7)CPU2 Hi. Br^rn 

;U9 1^*fJ»t. TVh l«caf«S<lfcCD8 HC 

ElH^iiT i^3Vf >"y K) SS-tir^ . 
[0 0 7 6 ] 0>U 2 Hi. 'J y\^y^ : JA-)U9 HZ 
ZtmO&tixfznyT-yVlztfLX. 3>x>"yiD 
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(CID) s teiilf?7-1T>hl£ftLXfflGe>l>V>h: 
LTl£5££i"t&ID (jl--^ID (Uniq ID) ) SrftjD 

#Rti\ J^<0ffi^££SSLSrc&9* 
3 y f > V ft! n $ iut t> fc ^ - - 7 1 d# 7 7 

[0077] CPU 2 Hi. ilLfcifly^T 

MZ&tf&^r- t'Xi: LTO'J 1 
fc±01X9&£ixfc3yxy , y^*WBtt£±j£"$*&. W 
xtf. y v vy7^=J=.-)V9 1W. ZMZX >9&9& 
ay^yv 3 0rt£tt^ x -y 9 T V btf*J& t $ 

[00 78] UUKOi 3 tcLTffi Oii^ii^ 3 y-rvy 

iB^^sfc*. wk-t&ryJ r^ht^a. *o 
tres: < . 3>f^y t-ftan $ *it v ^ i-- ? i d t s 

-ec7)3 yf yy £M&t & ? 7 T v b <7xx--? 1D#* 

ay7-ywm*ktf¥f*IZti. 3 yf^7KffliD 
— ?iDfc. 3yf>7^Mt5?5^ 
T>h<0JL--^iD* J |5l— -CfcS^fco*. ayy-y 

Un*. £ 3 1-* t* fc i 0 L,fc ? 5 -f T x b fcfc^ 

[0079] ot. 3yfv7*Roa»s znzmm 

[00 80] WW-. HI 3«70-f^r-M:#iL 

t, n>-x>"y£ixr))M??7-r r>-r- l^sast--?^ 

[0081 ] ay^yymm^Hf^D8 l 

(«f-f^42)^r Z<mM<WBSm## <7v4Ty 

J5r5g<orn^9A£SSf5"f 4 £ fc-Clf y y try 

[0 0 82] CPU 2 Hi, Xf77S2tiJ^T, 3> 
■^yytMBWS^y-r^yiDS^JK^i. tit. CPU 
2 Hi. Xr-y7°S3tCfe^T. ^^-fTVM ( U -y 

try^^jL-;U9 l ) fctt LTUffi"^^-— — ? i d#* . 

-eil^'f v vfc V> fc ^ L^*& . Xf v 7* S 4 
Wi*. m^<offiib^&&i--?iD££j£-r& . 4 



[0 083] Srfc. JL--^IDfctT. ?7^7VM 
fc*jvvc£j£$ixfcfc«>Tlttr<s Wit*. 
Y x ^-^fifi. \) . y \zy?^J jl-)V9 1 fcfiJJMffe 

lfcHt*S5it4t)«>*flfi»r*J:^KUT«>J:v\ £<^> 
i 5 ^LT3-^-?IDAW$ft£*§£\ 4Jtli. 

dl 3C0Xx-y7°S3lC±3V->T. J---^ID* J $>4 
[0084] CPU 2 1 li. Xf77S5t*^t, 3> 

T-y > yiDfc t fci^J---^iD5r. n y : fyv<n?fr%<r>W& 
flHB**3EiCSii6««k r Attribute (Stt) j 

[0085] >?.-f-y7*S6fc:fcV>T. CPU 2 Hi. Stt 

«i. ?7^7^MWtS«tSU!: 
[0086] 7f 'v7S 7 lCi3V>T . CPU 2 1 ti. 3> 

[0087] CPU 2 Hi. ^vrSSCS^T. @* 

U2 1tt, XT--y7-S9tJ3^T. Bg#fl:8l#»2 4* 
Mfft. ^L^3y7 : ->-yJf-T'3V'r>-ySrBf^^ 

^•y^fc'iOfiffSfi. Xf'v7S 1 Otcfcv^T. ffilS^ 
2 8tc«#$ixi>. 

[oo88]Hi4ti. lyy-yv coy 

[0089] H14t:*3ii4J:3K. ^yf^li. 
^.•y^*, EKB. 3 yfyy^f-Kc ^-b^f-K r o 
o tT'B&^-fbLT^feiX^-r-^ (Enc (K r o o t , 
Kc) ) . 3 >-r>-y IDi3j:t/a---^ID* i IEa$ixS 
JRttffl^ (Attribute) . ffiBflS (Cert) . ^<y^(C* 
O'V^T^^iX^^^'^^S^ (SiS (Header) ) . 3^ 

yfyyJ^ yfyv ^ — k c -CHg#-ft;LT#4>n4T 

— ? (Enc (Kc, Content) ) . ^^-r-^ (Meta Dat 
a) . id i.^— 9 (Mark) 

[0 09 0] 'v-y nVr^^ID (CID) . 3> 

[009 1 1 ayfyywittcfi. ^yfyyic 3 
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J5'Hff#k LTW7— f ^MD, &J:t/\ i^-7ID$: 
[0 0 9 2] =5r*5, *?T-?lt. ?>TyVlzfflj£-t 

if^ID (U-7ID) . affllWM, 3 

w&mmztih. i-9<r>mm7v?\t. mtif. 

fz. 7-^03t-|slg[l;li:, ^3yf>"y&3t- 
[0 0 9 3] W±t,zti\,^Xl±. 3 >-x:x>ya*CD8 1 frh 

I Dk k & lc ? 5 -f T > h 1 O a-- 9 1 D**ftfln $ *VC, 
[0 0 94] 01 5(070— f-v— hSr#ML 

[0 0 9 5] 7 7S2 1 teJSWT. 'J'ytvny 

stok Lxi-tfy&feztix^&mmmt:. mi 3<d 

LTE«»2 8*»4>R*HJ-r. !Etttt2 8£Ktt3*vt 
^4«ffl«KH4. fTOtilD. A-^' g y s -m£BB#. 

[0096] •y7*S2 2£*5V>T, CPU 2 1«. jH 

>-y<Ogtttif#gk LTiea$ilTV^J---^IDi:|3I- 
cr>\WW&.ZtLT^h9 3-4 TybllZ&^Xcr)?*-. % 

£tz. CPU 2 1 fi. Xf77S23l:fc^t. teffli&fr 

-;l^9 HC**LT. *ix£«k 93X9&*ix*:3>'7 i >"y 
*<|S]B#lc 3 It?- x y 7 h T# l> i k tfSMZti 

x-/P9 l£*fLT, WciOlXO^tii^^yxV 

[0097] CPU 2 Hi, Xf 77S24(:fcV>T. tl 
±<D X d iz LT JMiR LfcfflJBfcfcKi* 3 *uO *4 r - * 



[0098] 01 6J2, flJfflttC7)7*--7 y b£7)fi?HSr* 
[0099] rt—it-i yit. X y't-A-y'a ^fcilX 
^3 v2rfej$-r&tiff8T-#>6. 7o?r <r;Mi. 1 Oil 
*3^4tiHST*4. jflJffltlDli. 1 6it5t&T'IES£ 

^ix-i., nmmtmt-t&ttnmwmx'hb. f&s 
wmmnmmm&tt. 9999^23^59^59 

T. 3>-7 i ^ , y^ll4:-t-S.£t*^«g^ll±^IS. 3>- 
x^yog*B£III», *ofOT«KS^T, aff- 

so . ftfef-x-y^r^MHR. zmmmzm?^ 

T, nyf >- ( y t CD-R{c|E«r*-4 £ b tfX'Z &&8ip. 
PD (Portable Device) iza b'— Z k^fg^HI 

[0100] j@R«. fl!ffljfefrafc{ittffl«]B-Cl«RlS 
[0101] ^5-f7yHOEi»28tli, 

ztih. mmvmizii. ws-tzmmmtzg^xzy 
"fyy^w^Ltzmwc.. ■3y'r>vzw-Lfz®&. 
ayT-yv^^-x.-v9T^YLtz\m.. ny^yvZHn 
HbXM&LtzBm. 3^T-^y*CD-Rk:E»Ufc0», 

t mzim 2tix\<^mmw&t zmz'<nt>t\ h.mt 

II. «ffl«JBtcaE«S ixT v%4 3 y^f-yv $rS4 L/clH 
<Sffl^fr^4ixS3>-r^'yS±ff±lHli!: t fc , 9 

[0 102] <X(C HI 7<07n-fi— 
T, 'J-yt: y^^'jL-^9 ltiOn^-f^yS-BXO 

&/Uf?7-r rvh 1 icj:*, n>-T->"y<7)Biy&at 

[0103]Xf77S4 lfc*5V>T. 77^771^1 
OCPU 2lli. jl— T^A^SP 2 6 £&fe-f £ k Tft 
^ 3 v ^ v v £ 3 yy I DtcS-^«, ">T leUSS 2 8 
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lfi^SfL-CV^J---^IDS:^IX.|>. CPU 2 1 

(4, Xf77*S4 2Hi^vt, B£#S*S*ifc=»>''7 s ' 

a^ai ufct ijffl*^iaa$ix-c :x- id^si^bx 

[0 104] 7f77S4 3CM^. CPU 2 1(4, fll 
#LTfcV">7t:r^— ?ID, 7 T>-Mc7)J. 

x-?ID£ieif&2 8*>£>M^aJU Xf7rS4 4C 
it^, -eti^cr)JL--7ID. -f3r*>*>.. 3>-7^yf::ie 

-?ID, is 4tf?9^T^h l(;:&#£;f^-CV•>&JLX- 
? 1 D#*£T IrI t X'h h ti^fr ^fJS-T S . , 3 >"r 
^>y(;ria$$;ft.T^£>:3---:y*lDi:, 

ixT V jl - IDO^R— X'h h ti^frtfVi 
feZtiHolzLXii*.^. 

[0 10 5] CPU 2 1(4, Xf77S44tfcV^, :£ 

s 4 5 cm^, mmmzx k> . 3 >r y^o^ffl^it^r 

$ ftT V ^ Sr , le^ $ tlX V * i Sffl^ttClo'l -> 
TWrf&<, #R<4*, CPU 2 1 (4, fOT«<DiE3£l*^i: 
LTO^JfflK (Hi 6#B?J fc, ^^-7 2 0lcJ;OH- 

mzixx^&m&B&fZsm^&ztizxr). mmmtf 
^mmnnh^>x'hhf^-h\ ay^yy 

[0 10 6] Xf '/7S4 5(CfcWC, fM«C:4 Offi 
ftT V ^ b W£$ . XT77S4 6 
Kit*, CPU 2 1(4, RAM 2 3 l/Zs&iM.'&tltz (M^ttlSix 
?t) n>^yyZW$-th$m*9m-$-Z>. x-r-yTS 

4 6 crfc v vcfr ±>ti& 3>t -y-ym^^mz-oK ->t (4 , 

HI 8c07n-f-r-h$-#^LTf^-r-g.o 
[0 10 7] CPU2K4, Xf77S4 l\Zi~,\^X. B§ 
^HtfX-^2 4(cJ; 'jm-f-^ix^n^y^^a-^'y 
7352 5C:«&L, t=J- LT, CPU 2 1 
(4, a-7'v7&25(,z£<0^a-VZtlfZ7 i -? : k. 
>?y x.-X3 2ZftLXtittW>21l.zm& 

[0108]^, ^f77S4 4t, ayr-yyizm 

7S4 5T\ mmmizXKta >f->WW£.tfPf*JZti 
X^^tn^ttti^. X^-yTS4 8(;:fcVvC, 

[0 10 9] 01 8c07O-^-v-h2r#git 

t. 11 7c7)Xf--yTS4 et,zawxmi^iXi>9^^ 

r>h cow.^zmcovm iz^ v ^Tt^Bj-r h . 

[0 1 10] X7^-/7°S6 1 tC&WC, 75^7yM 
c7)CPU2 1(4, ^-b'Xx-^^ixTrM-b^.Xir 



SrHI&a^U /t— b*-K root (KR) SrBtff-r 
6. CPU 2 Hi, ;b-hap— Krootftttlttfck 
Xx-yrS6 2lCit^, ;P-^-Kr o o t Srffl 

i^ayfm-Kc&atts. miAiz^ztih 

3— K r o o tCi >5*^<t;$fLT#^ix^T-^E n 
c (Kroot, Kc ) WJD^fLTV*?.. 
[0111] Xf77S6 3tC*5WC, CPU 2 1(4, X 
f77S6 2?K#Lfc3>'f>"y^-KcC 1 ):»)3y 

f-v-y 

[ o 1 1 2 ] hi 9(±, liLLt^m^am^m^mizmL 

tzh<7)X'h%>* $r*s. Hi 9(£i>vvtt4, ayf^ii 
TyMt-iO^ff^itT^^tiWC ft 1 ?, HI 

S. 

[0 113] t^fc*.. v^f-t^X-^— ^4 3&^^5^ 

-Kroot^lX^il (HI 8mf77S6 1 ) , 
M%^itfZ)U-h^-Kr oottCfcO, f-^Enc 

(Kroot, K c ) ^fl-f-^ix, -riXttJ: *) =3 >t">- 
•y^f- Kc**SX»$itS (HI 8«Af77S62) . 
•eLT, nyf^^-KcCiO, f-^Enc (K 
c, Content) ^W$iX, ny^yV (Content) MR 
(018WT77S6 3 ) . ^rfc, Hl4fc 
il/Hl 9C0EKB(C(4, H2 0(C^$*t-g> «t 5 1, /U— 
h^f— K r o o t^DNKlCj; OB|#-fL$iXTtf 4>tLfcx 
— ?Enc (DNK, Kroot) 1f%'£.f\.X\^h . 

[0114] JiLhOi: ^ IZVX 3 >"r >"y<0B^*W» 
-rscifctcJ: 0, ayy-yytt^iz^ mmmttlElz 
JM%Ltz7y'iT>h (i--^IDA^ i iS$ixTV^V% 
?5^7yb) X'fc-?Xi>. ayfy7?;S4tlin 

[0115] m±o«ratc«t 0?7^7yMC 
i OWOaaiifca^-rvy^f-x •/ ^T-7 htfflmx- 
h&t2tlX^h1%£ (^-x~v7T*7h-*imX'fc2>Zt 
tf&m&ftt LXm&ZtLX^Z>i%£) , 7y4TyY 

li^nyfyWfx-^T^h^ltSW?^ 
T>-h(C«t7:(4, 3>-T->"y, fflflfflL i34l/^7^ 

7y h l <r>3-=--9 ivtm&vfimzz. *) viWZtiX 

mmztiz>£oizLxi>£\,\ %<7)%&a* *tit><wm 
nw&zgii-fzfyJTyhizio^xit, mnaxx/ 

HI 8l,Z7FZix&i>cr>tmm<W8i&t) t mTZtL. ^yf 

>vcrm±tffthti&. ztiizXK). 3^fyy^ 

[0116] ±SESQSWCJd. ziy^yyzmm 

•tttziibiztiiw^mmm^n^t^tzMzayT-yy^ 
m&tmmmcr)3yf->v&flr : £Riwztf. ztuzwth 
%\^. mm. ayf^c, mziyy-yyimm-th 
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tzMz^trt mm^mmmozurtsx ? tz lx t & 

[0 117] 

[0 118] 4fc. *5H8fc:J:/i{f, ^jESrn^yy 
[01 ] ^con^-r^'yo'ffa^-rAo^iaT'S) 

[E2 ] *mitmm Lfe^yf^yafyxfi^as 

j£<H£jfrf0T'&-&. 

[03] 02W? 7>f 7VbO8tj£0!l£*r?* 7*n>y ?0 

[04 ] *-cn>m$L*7T?tmT'hh. 

[05] ;&t^U y-F£7jrr0T*£>£>. 
[06 ] y- H t f^M X£7)^iSCT5r^-r0T'J)-S» . 
[07 ] 1HWfc^-yn-y^O«lJS09^3irrHT*4. 
[08 ] *3Mfc*-:rn -y y £Offil«O^WISr*-t0T'$) 

[09] *ML*-7ov?<Wm&m#Sti&gkLt:E 
X'foh* 

[010] IfMit*— ~?v-v 7 <vy *--?-/ hcoM^ 



[01 1] WMt*-y r n y7<7>77'cOffi&LZmyi-?h 

mx-hh. 

[012] ^■W^mmLtinyy-yy^m^^'r^ 
cr>m&fflX'$>&. 
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